
AFFIDAVIT OF SPECIAL AGENT MICHAEL L. RYAN IN SUPPORT OF
CRIMINAL COMPLAINT

I, Special Agent Michael L. Ryan, being duly sworn, depose and state as follows:

I. INTRODUCTION AND AGENT BACKGROUND

1. I am a Special Agent for the Department of Homeland Security (“DHS”), Office of 

Inspector General (“OIG”), assigned to the Boston Sub-Office. I have been employed in that 

capacity since April 2009. I am a law enforcement officer of the United States within the meaning 

of the Inspector General Act of 1978 (as amended), and the Homeland Security Act of 2002 (as 

amended); that is, an officer of the United States empowered by law to conduct investigations, 

make arrests, and execute search and seizure warrants as enumerated in 18 U.S.C. §§ 3105 and 

3106.

2. My primary duties consist of conducting criminal investigations into alleged 

wrongdoing by DHS employees and contractors, and/or involving DHS programs, as directed by 

the Office of Inspector General. These investigations include corruption, bribery, embezzlement, 

impersonation, and other offenses that affect DHS personnel and programs. Prior to my present 

position, I was the Assistant Federal Security Director for Law Enforcement for the Transportation 

Security Administration (“TSA”) in Massachusetts. While employed with TSA, I participated in 

numerous criminal investigations, including service as a Task Force Agent with the Federal Bureau 

of Investigation’s Joint Terrorism Task Force in Boston, MA.  

3. I received my initial training in complex criminal investigations at the Federal Law 

Enforcement Training Center, and have had additional training in, among other things,

investigative techniques, interviewing, and firearms. Prior to my employment in federal law 

enforcement, I attended the U.S. Coast Guard Academy and served as a commissioned officer with 

the U.S. Coast Guard for over six years, rising to the rank of lieutenant.
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4. I make this affidavit in support of a criminal complaint charging defendant Bruce E. 

SMITH with:  (1) knowingly making materially false statements to TSA, in violation of 18 U.S.C. 

§ 1001; and (2) unlawfully entering a secure airport area, with intent to evade security 

requirements, in violation of 49 U.S.C. § 46314. SMITH, 53 years old, is currently a Sergeant 

Detective with the Boston Police Department (“BPD”), assigned to District E-13, Jamaica Plain, 

as a district detective supervisor.  SMITH has been employed with BPD since 1989.  In 2016, 

SMITH’s total compensation from BPD was $258,796.

5. The information contained in this affidavit is based upon my personal knowledge and 

observations during the course of this investigation, information conveyed to me by other law 

enforcement officials and lay witnesses, and my review of records, documents, and other physical 

evidence obtained during this investigation.  This affidavit is submitted for the limited purpose of 

establishing probable cause to believe that SMITH has committed the above-described offenses.  

Accordingly, I have not included each and every fact known to me and other law enforcement 

officers involved in this investigation.   I have set forth only the facts that I believe are necessary

to establish the requisite probable cause for the criminal complaint against SMITH.

II. BACKGROUND REGARDING LAW ENFORCEMENT OFFICERS FLYING ARMED

6. TSA is a component agency of DHS.  TSA administers the Law Enforcement Officer

Flying Armed (“LEOFA”) program.

7. In sum and substance, in order to fly armed, a state or local law enforcement officer 

(“LEO”) must be traveling on official police business.  According to Title 49, CFR Part 1544, 

“Law Enforcement Officers with a demonstrated operational need to fly armed will comply with 

all regulatory requirements and procedures.”   To fly armed, LEOs must:  (i) have completed TSA’s 

Flying Armed Training Course; and (ii) have an operational need to have their weapon accessible 
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from the time it would otherwise be checked until after deplaning.  The need to have the weapon 

accessible is determined by the employing law enforcement agency, and requires one of the 

following: (1) protective escort duty and related travel; (2) hazardous surveillance operation; (3) 

requirement to arrive prepared for duty; or (4) prisoner transport.  Unless escorting either a 

dignitary or prisoner, LEOs are never permitted to escort other individuals while flying armed.

8. BPD provides training for its officers on the rules and regulations with respect to flying 

armed.  BPD officers who want to fly armed must complete a BPD Request to Fly Armed 

Worksheet (hereinafter, “BPD Worksheet”)1 and a BPD Request for Permission to Travel Form.

On the BPD Worksheet, among other things, an officer must:  (i) provide the name of the Bureau 

Chief who has authorized the request to fly armed; (ii) state that he has completed the required 

training; and (iii) indicate whether he is escorting a prisoner or a dignitary.  The top of the one-

page BPD Worksheet contains the following language:

Before officers may fly armed, an [National Law Enforcement 
Communications System] NLETS administrative message must be 
transmitted to the Transportation Security Administration.  A reply 
message, with a unique alphanumeric identifier, will be returned from the 
TSA to the transmitting teletype.  Operations shall fax the confirmation to 
the requesting officers unit.  This identifier shall then be verified at the 
airport on the day of travel.

9. After an LEO completes the BPD Worksheet, the worksheet is sent to TSA and, absent 

a clerical error, the LEO is approved to fly armed.  A computer-generated message is then 

transmitted back from TSA to BPD containing, among other things, the NLETS number.  On the 

day of travel, the LEO must then present his credentials, a second form of ID, a boarding pass, and 

the TSA paperwork with his NLETS number.  In addition, at the airport, the LEO must complete 

1 In recent months, BPD revised the Flying Armed Worksheet.  To the extent the changes 
are material, they are discussed herein.

Case 1:17-mj-07179-JCB   Document 2-1   Filed 06/27/17   Page 3 of 10



4

a TSA checkpoint sign-in log, the TSA Form 413A.  Officers authorized to fly armed do not go 

through regular airport security, but instead enter the secure terminal area – often referred to as the 

sterile area – through an alternate means, typically an exit lane.

III. DEFENDANT SMITH’S HISTORY OF FLYING ARMED

10. Between April 2011 and April 2017, SMITH has flown armed on approximately 28

separate trips departing from Boston’s Logan International Airport (“BOS”).  In violation of Title 

49, CFR Part 1544, SMITH was not on official police business on any of these 28 occasions.  

Moreover, on every occasion in which he flew armed, SMITH falsely claimed to have obtained 

supervisor approval for his travel.  

11. On at least two occasions, SMITH also escorted and attempted to escort a friend of his, 

Leroy Ross, through BOS without security screening.  In doing so, SMITH falsely claimed that 

Ross was a “dignitary” under SMITH’s official police escort.  In fact, Ross, who was arraigned 

approximately 20 times between 1991 and 2012 on charges including motor vehicle-related 

violations, restraining order violation, and assault and battery,2 is not a dignitary, but SMITH’s 

long-time friend and a mobile HIV clinic operator in Randolph, MA.

12. Included below are summaries of a representative sample of four recent trips in which 

SMITH flew armed, knowingly made false statements to TSA, and unlawfully entered a secure 

airport area.

2 The dispositions on ROSS’s motor vehicle arraignments include dismissals, a 
continuance without a finding (“CWOF”), and a conviction; the disposition on the restraining order 
violation was a CWOF followed by dismissal; and the disposition on the assault and battery 
arraignments was CWOF, followed by dismissal.
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a. November 22, 2016 Trip from BOS to Greenville, NC on American Airlines

13. Based on records obtained to date, SMITH booked this trip through Expedia using a 

personal credit card; he and Ross were booked on the same reservation.  SMITH also sought and 

obtained approval to fly armed on this trip.  On the BPD Worksheet, SMITH made the following 

false statements in order to gain approval to fly armed:  (1) that BPD Superintendent Gregory Long 

authorized his travel;3 and (2) that he was escorting a “dignitary” named Leroy Ross.

14. TSA approved SMITH’s request to fly armed for this trip and provided him with an 

NLETS number.  On the official paperwork SMITH received back from TSA, Ross was listed as 

“Escorted Individual.”  When SMITH checked in at BOS on November 22, 2016, he completed 

TSA Form 413A by:  (1) indicating that he completed the required flying while armed training;4

(2) providing the name “Leroy Ross” under the section of the form entitled “Name of Individual 

Under Escort;” and (3) providing the NLETS number that he had fraudulently obtained from TSA.  

TSA Form 413A contains a bold-faced disclaimer that a knowing and willful false statement on 

TSA Form 413A is punishable by a fine and imprisonment under 18 U.S.C. § 1001.

3 Superintendent Long did not authorize SMITH to fly armed on March 3, 2017; in fact, 
notwithstanding SMITH’s repeated use of Superintendent Long’s name as the approving official 
on the BPD Worksheets, Superintendent Long has never authorized SMITH to fly armed.

4 There is no indication in SMITH’s BPD training records that SMITH has ever completed 
BPD’s Flying While Armed curriculum; in addition, according to BPD Academy’s Flying While 
Armed training records, SMITH has not completed the training. SMITH, however, did state to 
DHS-OIG agents that, in or about 2011, he was trained to fly armed by BPD Captain Kelley 
McCormick in McCormick’s office at BPD Headquarters in a “one-on-one” session when 
McCormick was a BPD Deputy Superintendent.  McCormick, however, has no memory of training 
SMITH.  Moreover, based on interviews conducted to date, no BPD Flying While Armed 
instructor, including McCormick, has ever stated that it is permissible for LEOs to fly armed for 
personal travel; instead, each has emphasized the need for LEOs flying armed to have a specific 
law enforcement purpose. 
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15. According to TSA records, SMITH escorted Ross through the exit lane at BOS on 

November 22, 2016 unscreened.  On both legs of the trip, from Boston to Charlotte, NC, and from 

Charlotte to Greenville, NC, SMITH and Ross sat next to each other on the aircraft while SMITH 

was armed.

16. BPD time and attendance records show that:  (i) SMITH was off during this trip; and

(ii) SMITH did not request permission to travel for work.   According to BPD records, however, 

SMITH did put in for (and was paid out) four hours of overtime totaling approximately $289 on 

November 22, 2016 for an intelligence meeting/event in Boston held at BPD Headquarters

between 4:00 and 8:00 p.m.  In fact, however, SMITH was not at the Boston BPD event for which 

he received that overtime pay because he had departed BOS on personal travel that day at 

approximately 6:00 a.m.5 When asked by federal agents in June 2017 whether he had ever claimed 

overtime during a trip in which he flew armed, SMITH falsely stated that he had not.

b. January 13, 2017 Trip from BOS to Norfolk, VA on American Airlines

17. Based on records obtained to date, SMITH booked this personal trip through Expedia 

using a personal credit card.  SMITH also sought and obtained approval to fly armed on this trip.  

On the BPD Worksheet, he falsely stated that Superintendent Long authorized his travel. 

18. TSA approved SMITH’s request to fly armed for this trip and provided him with an 

NLETS number.  When SMITH checked in at BOS on January 13, 2017, he completed TSA Form 

413A and provided the NLETS number that he had fraudulently obtained from TSA by falsely 

claiming that he was on official police business and that Superintendent Long had approved his 

5 In 2016, SMITH made approximately $106,363 in overtime pay.

Case 1:17-mj-07179-JCB   Document 2-1   Filed 06/27/17   Page 6 of 10



7

request to fly armed.    BPD time and attendance records show that SMITH was off during this trip 

and did not request permission to travel for work.  

c. March 3, 2017 Trip from BOS to Raleigh-Durham, NC on JetBlue

19. Based on records obtained to date, SMITH booked this personal trip directly through 

JetBlue using a personal credit card and e-mail address.  SMITH sought and obtained approval 

from TSA to fly armed on this trip.  BPD time and attendance records show that SMITH was off 

during this trip and he did not request permission to travel for work.    

20. The TSA Teletype Response in connection with this trip indicates that SMITH falsely 

stated that Superintendent Long authorized this request to fly armed.  According to that same 

document, SMITH listed Leroy Ross as an escorted individual requiring a “protective detail.”

21. On March 3, 2017 at 5:15 a.m., SMITH arrived at BOS planning to travel to Raleigh-

Durham International Airport (“RDU”) on JetBlue flight 2283.  When SMITH got to security, he 

attempted to escort Ross into the secure terminal area via the exit lane unscreened.

22. Prior to this, and while declaring himself as flying while armed to JetBlue, SMITH had 

identified Ross as an escorted individual requiring a protective detail to a representative of the 

airline. In support of flying armed on JetBlue, SMITH completed and signed a JetBlue form titled 

“Notice to Armed Individuals.” Above the signature block on that form it states: “By signing 

below you acknowledge that you have read and understand both sides of this form.”  In two 

separate places on the back of the form, “duty status” is listed as a required condition for flying as 

an armed LEO. Additionally, in completing this form, SMITH stated that his supervisor was 

“SUPT Long.” 

23. While SMITH was attempting to escort Ross through the exit lane unscreened on

March 3, 2017, TSA security personnel asked SMITH what type of dignitary Ross was, to which 
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SMITH falsely replied, “I am not at liberty to divulge that information.”  SMITH further described 

Ross as an “entertainer” to additional TSA personnel. When a TSA supervisor explained to 

SMITH that law enforcement officers flying armed were not authorized to escort passengers 

around the security checkpoint, and that screening was required for the party that he was escorting, 

SMITH immediately agreed that Ross could be screened.  Thereafter, Ross was screened and 

SMITH was permitted to fly armed to RDU.

24. On or about March 4, 2017, TSA contacted BPD Sergeant Cecil Jones, a flying armed 

instructor for BPD. Sergeant Jones subsequently contacted SMITH and advised SMITH not to fly 

armed for his planned return trip from RDU on March 7, 2017. Jones instructed SMITH to put his 

weapon in his checked baggage on the return trip in a secure case “like any other citizen because 

he did not meet the TSA criteria for Flying While Armed.” Jones also read directly to SMITH 

from the TSA training materials regarding when it was permissible to fly armed,6 and told SMITH 

that before he flew armed again, SMITH would have to get re-certified.  SMITH did, in fact check 

his weapon on the return trip from RDU and did not fly armed.  To date, however, SMITH has not 

completed any re-certification program.

d. April 14, 2017 Trip from BOS to Newport News, VA on American Airlines

25. Based on records obtained to date, SMITH booked this personal trip on Cheapo Air 

using a personal credit card and e-mail address.  SMITH sought and obtained approval from TSA 

to fly armed on this trip.  BPD time and attendance records show that SMITH was off during this 

trip and did not request permission to travel for work.

6 These materials make clear, among other things, that LEOs must be on official police 
business to fly armed.
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26. Between March 3, 2017, and April 14, 2017, BPD revised its Flying Armed Worksheet.  

The revised BPD Worksheet requires LEOs to select one of the only five permissible “Reasons” 

for flying armed.  On that revised form, in connection with his April 14, 2017 trip, SMITH selected

“Enforcement.” In fact, however, SMITH admitted to federal agents that this was a personal trip.

In addition, SMITH also falsely stated that Superintendent Long had authorized him to fly armed

on this trip.  On the TSA Form 413A, SMITH provided the NLETS number he had fraudulently 

obtained by making the above-described false statements on BPD’s Flying Armed worksheet.

27. In connection with this trip, SMITH was interviewed by DHS-OIG agents on April 14, 

2017 in the sterile area of the TSA checkpoint.  During that interview, SMITH was asked why,

given that he was on personal travel, he had selected “Enforcement” on the BPD revised 

worksheet.  SMITH falsely replied that, “that was the way he had been trained.”  

28. During this same interview, SMITH was also asked whether, other than the above-

described March 3, 2017 trip, he had previously escorted Ross through security.  SMITH replied 

that he had “never escorted my cousin through security before.”  When asked if he was sure about 

that statement, SMITH reiterated to federal agents that he had not tried to bring Ross through the 

exit lane prior to the March 3, 2017 incident.  Finally, when confronted with the TSA Form 413A 

in connection with this November 22, 2016 travel, SMITH acknowledged travelling with Ross on 

November 22, 2016 and stated, that he “didn’t think it was a problem.”

29. After SMITH was informed that he did not meet the requirements for flying armed, he 

agreed to transfer his weapon to DHS-OIG and to re-check in with the airline as an unarmed 

passenger.  As SMITH was going through security as an unarmed passenger, two butane torch 

lighters were found in his possession.   Pursuant to Title 49, CFR 175.10 (a)(2), these lighters are 
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prohibited hazardous materials and are not allowed in the cabin.  TSA confiscated the lighters from 

SMITH.

30. I, Michael L. Ryan, having signed this affidavit under oath, state that its contents are 

true and correct to the best of my knowledge, information and belief.

_____________________________

Michael L. Ryan
Special Agent, DHS-OIG

Sworn before me this ____ day of June 2017.

__________________________________

HON. JENNIFER C. BOAL
UNITED STATES MAGISTRATE JUDGE 
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